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1 Introduction 

 

The document describes the test cases for the OFTP2 interoperability tests. 

OFTP2 is described in oftp2-internet-draft . 

 

 

2 Overview 

The tests are divided in two parts. Part one contains CMS package tests and file 
transmission without security features. Part two will include tests of file services, signed 
EERP/NERP and TLS. 

The number of test cases is kept small. Therefore test cases like “exchange of CMS file” 
will contain tests in both directions, writing and reading or sending and receiving. 

For each test case there will be one file suggested to perform the test with. The example 
files for the tests will be delivered to the participants of the test rally by CD. 

The test cases define the use of special file formats. These file formats must be used in 
the tests. Every tested OFTP2 software must implement the file formats U,T,F128 and 
V44.  

 

 

List of test cases part1: 

 

Number Issue 

1 CMS and OFTP V2 Basic 

1.1 Exchange of CMS file using signature, compression and 3DES 
encryption 

1.2 Exchange of CMS file using signature, compression and AES 
encryption 

1.3 Creation of session 

1.4 Transmission of file (unstructured, no security features) 

1.5 Transmission of file (unstructured, no security features) with EERP 

  

 

http://www.ietf.org/internet-drafts/draft-friend-oftp2-00.txt


  OFTP2 Interoperability Tests Test Cases 
  
 

   
OFTP2 Working Group  page 5 of 54 
Version:  2.3.5   Datum: 10.05.2010 

List of test cases part2: 

 

Number Issue 

2 File Services 

2.1 Transmission of CMS file (3DES encrypted) 

2.2 Transmission of CMS file (compressed) 

2.3 Transmission of CMS file (signed) 

2.4 Transmission of CMS file (compressed, AES encrypted) 

2.5 Transmission of CMS file (signed, compressed, 3DES encrypted) 

2.6 Transmission of file with file description 

2.7 Transmission of large file 

2.8 Rejection of file transmission with answer reason text 

  

3 Signed Responses 

3.1 Transmission of file with signed EERP 

3.2 Transmission of file with signed NERP 

3.3 Transmission of file with signed NERP and reason text 

  

4 TLS 

4.1 Creation of session and file transmission using TLS 

  

5 OFTP Authentication 

5.1 Creation of session and file transmission using OFTP authentication 

  

6 Automatic Exchange of Certificates 

  

7 CRL access and TSL hierarchy 

  

  

 



  OFTP2 Interoperability Tests Test Cases 
  
 

   
OFTP2 Working Group  page 6 of 54 
Version:  2.3.5   Datum: 10.05.2010 

3 Test Objects 

 

Local Station 

Software Vendor  

Software Name  

Software Version  

Contact/Tester  

  

Remote Station 

Software Vendor  

Software Name  

Software Version  

Contact/Tester  
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4 Test Cases 

4.1 CMS and OFTP2 Basic 

4.1.1 Exchange of CMS file using signature, compression and 3DES encryption 

 

Test Case 1.1 
Exchange of CMS file using signature, compression and 
3DES encryption 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
 
 

Procedure:  

Creation of a CMS file that uses signature, compression and 3DES encryption. 
Sending the CMS file via email to the test partner and in exchange receiving a CMS 
file from the partner. 
The received file has to be decrypted, decompressed and signature verified. 
 
 

Expected Result: 

The result file equals the original file and the signature is valid. 
The test partner has the same result. 
 

Real Result:  
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4.1.2 Exchange of CMS file using signature, compression and AES encryption 

 

Test Case 1.2 
Exchange of CMS file using signature, compression and 
AES encryption 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Certificates had been exchanged between the test partners. 
 
 

Procedure:  

Creation of a CMS file that uses signature, compression and AES encryption. 
Sending the CMS file via email to the test partner and in exchange receiving a CMS 
file from the partner. 
The received file has to be encrypted, decompressed and signature verified. 
 
 

Expected Result: 

The result file equals the original file and the signature is valid. 
The test partner has the same result. 
 

Real Result:  
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4.1.3 Creation of session 

 

Test Case 1.3 Creation of session 

Date: 

 

Version: 

 

Test File: 

not applicable 

Test passed (Y/N): 

 

Prerequisite:  

Network connection and OFTP SSID information had been exchanged between the 
test partners. 
 
 

Procedure:  

Initiate and respond to an OFTP session to the test partner with following SSID 
options: 
 
SSIDLEV  = 5 

SSIDSDEB = 2048 

SSIDSR   = B 

SSIDCMPR = N 

SSIDREST = Y 

SSIDCRED = 99 

SSIDAUTH = N 

 
 

Expected Result: 

The test partner can successfully initialize an OFTP session (exchange of SSID) and 
end the session with ESID, reason=’00’ (normal  session termination) 
 
 

Real Result:  
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4.1.4 Transmission of file (unstructured, no security features) 

 

Test Case 1.4 Transmission of file (unstructured, no security features) 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

OFTP session successfully established. (like in test case 1.3) 
 
 

Procedure:  

Send and receive an unstructured file to and from the test partner with following SFID 
options: 
 
SFIDFMT   = U 

SFIDLRECL = 00000 

SFIDSEC   = 00 

SFIDCIPH  = 00 

SFIDCOMP  = 0 

SFIDENV   = 0 

SFIDSIGN  = N 

SFIDDESCL = 0 

 
 

Expected Result: 

The test partners can successfully transmit the files. 
 
 

Real Result:  
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4.1.5 Transmission of file (unstructured, no security features) with EERP 

 

Test Case 1.5 
Transmission of file (unstructured, no security features) 
with EERP 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

OFTP session successfully established. (like in test case 1.3) 
 
 

Procedure:  

Send and receive an unstructured file to and from the test partner with following SFID 
options: 
 
SFIDFMT   = U 

SFIDLRECL = 00000 

SFIDSEC   = 00 

SFIDCIPH  = 00 

SFIDCOMP  = 0 

SFIDENV   = 0 

SFIDSIGN  = N 

SFIDDESCL = 0 

 
Receive and send the associated EERP to the sent and received file. 
 

Expected Result: 

The test partners can successfully transmit the files and the associated EERP. 
 
 

Real Result:  
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4.2 File Services 

4.2.1 Transmission of CMS file (3DES encrypted) 

Test Case 2.1 Transmission of CMS file (3DES encrypted) 

Date: 

 

Version: 

 

Test File: 

T 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Creation of a CMS file that uses 3DES encryption. 
Sending the CMS file via OFTP to the test partner and in exchange receiving a CMS 
file from the partner. 
 
SFID options: 
SFIDSEC   = 01 

SFIDCIPH  = 01 

SFIDCOMP  = 0 

SFIDENV   = 1 

SFIDSIGN  = N 

SFIDDESCL = 0 

 
The received file has to be decrypted. 
 

Expected Result: 

The result file equals the original file. 
The test partner has the same result. 
 

Real Result:  
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4.2.2 Transmission of CMS file (compressed) 

Test Case 2.2 Transmission of CMS file (compressed) 

Date: 

 

Version: 

 

Test File: 

F128 

Test passed (Y/N): 

 

Prerequisite:  

OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Creation of a CMS file that uses compression. 
Sending the CMS file via OFTP to the test partner and in exchange receiving a CMS 
file from the partner. 
 
SFID options: 
SFIDSEC   = 00 

SFIDCIPH  = 00 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = N 

SFIDDESCL = 0 

 
The received file has to be decompressed. 
 

Expected Result: 

The result file equals the original file. 
The test partner has the same result. 
 

Real Result:  
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4.2.3 Transmission of CMS file (signed) 

Test Case 2.3 Transmission of CMS file (signed) 

Date: 

 

Version: 

 

Test File: 

V44 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Creation of a CMS file that uses signature. 
Sending the CMS file via OFTP to the test partner and in exchange receiving a CMS 
file from the partner. 
 
SFID options: 
SFIDSEC   = 02 

SFIDCIPH  = 01 

SFIDCOMP  = 0 

SFIDENV   = 1 

SFIDSIGN  = N 

SFIDDESCL = 0 

 
The signature of the received file has to be verified. 
 

Expected Result: 

The signature of the received file is valid. 
The test partner has the same result. 
 

Real Result:  
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4.2.4 Transmission of CMS file (compressed, AES encrypted) 

Test Case 2.4 Transmission of CMS file (compressed, AES encrypted) 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Creation of a CMS file that uses compression and AES encryption. 
Sending the CMS file via OFTP to the test partner and in exchange receiving a CMS 
file from the partner. 
 
SFID options: 
SFIDSEC   = 01 

SFIDCIPH  = 02 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = N 

SFIDDESCL = 0 

 
The received file has to be decrypted and decompressed. 
 

Expected Result: 

The result file equals the original file. 
The test partner has the same result. 
 

Real Result:  
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4.2.5 Transmission of CMS file (signed, compressed, 3DES encrypted) 

Test Case 2.5 
Transmission of CMS file (signed, compressed, 3DES 
encrypted) 

Date: 

 

Version: 

 

Test File: 

F128 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Creation of a CMS file that uses signature, compression and 3DES encryption. 
Sending the CMS file via OFTP to the test partner and in exchange receiving a CMS 
file from the partner. 
 
SFID options: 
SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = N 

SFIDDESCL = 0 

 
The received file has to be decrypted, decompressed and the signature has to be 
verified. 
 

Expected Result: 

The result file equals the original file and the signature is valid. 
The test partner has the same result. 
 

Real Result:  
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4.2.6 Transmission of file with file description 

Test Case 2.6 Transmission of file with file description 

Date: 

 

Version: 

 

Test File: 

V44 

Test passed (Y/N): 

 

Prerequisite:  

OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Sending a file with UTF-8 encoded file description via OFTP to the test partner and in 
exchange receiving a file with UTF-8 encoded file description from the partner. 
 
SFID options: 
SFIDSEC   = 00 

SFIDCIPH  = 00 

SFIDCOMP  = 0 

SFIDENV   = 0 

SFIDSIGN  = N 

SFIDDESCL = <length of the file description> 

 
 

Expected Result: 

The file description is of the given length and readable (at least valid UTF-8 
encoded). 
 

Real Result:  
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4.2.7 Transmission of large file 

Test Case 2.7 Transmission of large file 

Date: 

 

Version: 

 

Test File: 

UL 

Test passed (Y/N): 

 

Prerequisite:  

OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Sending a large file (>100MB) via OFTP to the test partner and in exchange receiving 
a large file from the partner. 
 
SFID options: 
SFIDSEC   = 00 

SFIDCIPH  = 00 

SFIDCOMP  = 0 

SFIDENV   = 0 

SFIDSIGN  = N 

SFIDDESCL = 0 

 
 

Expected Result: 

The large file can be received. 
 

Real Result:  
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4.2.8 Rejection of file transmission with answer reason text 

Test Case 2.8 Rejection of file transmission with answer reason text 

Date: 

 

Version: 

 

Test File: 

not applicable 

Test passed (Y/N): 

 

Prerequisite:  

OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Sending a file via OFTP to the test partner using an invalid destination in the SFID 
and in exchange receiving a file from the partner that is addressed to an invalid 
destination. The file reception will be rejected by answering with SFNA. The answer 
reason text will be filled with an UTF-8 encoded explanation. 
 
SFNA values: 
SFNAREAS  = 02 

SFNARRTR  = N 

SFNAREASL = <length of the answer reason text> 

 
 

Expected Result: 

The answer reason text is of the given length and readable (at least valid UTF-8 
encoded). 
 

Real Result:  
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4.3 Signed Responses 

4.3.1 Transmission of file with signed EERP 

Test Case 3.1 Transmission of file with signed EERP 

Date: 

 

Version: 

 

Test File: 

T 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Sending a file via OFTP to the test partner and in exchange receiving a file from the 
partner, both requesting a signed response. 
 
A signature has to be created and used in the EERP. The signature or the received 
file has to be verified. 
 
SFID options: 
SFIDSEC   = 00 

SFIDCIPH  = 01 

SFIDCOMP  = 0 

SFIDENV   = 0 

SFIDSIGN  = Y 

SFIDDESCL = 0 

 

Expected Result: 

The signature of the received EERP is valid. 
The test partner has the same result. 
 

Real Result:  
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4.3.2 Transmission of file with signed NERP 

Test Case 3.2 Transmission of file with signed NERP 

Date: 

 

Version: 

 

Test File: 

F128 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Sending a file via OFTP to the test partner and in exchange receiving a file from the 
partner, both requesting a signed response. 
 
A signature has to be created and used in the NERP. The signature or the received 
file has to be verified. 
 
SFID options: NERP values: 
SFIDSEC   = 00 NERPREAS  = 34 

SFIDCIPH  = 01 NERPREASL = 0 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

SFIDDESCL = 0 

 

Expected Result: 

The signature of the received NERP is valid. 
The test partner has the same result. 
 

Real Result:  
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4.3.3 Transmission of file with signed NERP and reason text 

Test Case 3.3 Transmission of file with signed NERP and reason text 

Date: 

 

Version: 

 

Test File: 

V44 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
OFTP session successfully established. (like in test case 1.3) 
 

Procedure:  

Sending a file via OFTP to the test partner and in exchange receiving a file from the 
partner, both requesting a signed response. 
 
A signature has to be created and used in the NERP as well as a reason text (UTF-8 
encoded). The signature or the received file has to be verified. 
 
SFID options: NERP values: 
SFIDSEC   = 00 NERPREAS  = 34 

SFIDCIPH  = 01 NERPREASL = <length of the reason text> 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = N 

SFIDDESCL = 0 

 

Expected Result: 

The signature of the received NERP is valid, the reason text is of the given length 
and readable (at least valid UTF-8 encoded). 
The test partner has the same result. 
 

Real Result:  
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4.4 TLS 

4.4.1 Creation of session and file transmission using TLS 

Test Case 4.1 Creation of session and file transmission using TLS 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged. 
 

Procedure:  

Opening a session on the OFTP TLS port and sending a file to the test partner. In 
exchange the partner will open a session on the OFTP TLS port and will send a file 
as well. 
 
 

Expected Result: 

The OFTP session can be created, the file been sent and the file is identical to the 
original file. 
The test partner has the same result. 
 

Real Result:  
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4.5 OFTP Authentication 

4.5.1 Creation of session and file transmission using OFTP authentication 

Test Case 5.1 
Creation of session and file transmission using OFTP 
authentication 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Certificates between the test partners had been exchanged or will be included in the 
AURP CMS signature package. 
 

Procedure:  

Opening a session with OFTP authentication and sending a file to the test partner. In 
exchange the partner will open a session with OFTP authentication and will send a 
file as well. 
 
 

Expected Result: 

The secure OFTP session can be created, the file been sent and the file is identical 
to the original file. 
The test partner has the same result. 
 

Real Result:  
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4.6 Automatic Exchange of Certificates 

The following test scenario has to be tested twice. After the scenario has been 
successfully tested from test partner A to partner B the scenario has to be tested from 
partner B to partner A / partner C. 

The certificate exchange test consists of two scenarios. In the simple one both partners 
have the SSID is equal to the destination/origination. In the second one partner have a 
different destination/origination as the SSID. Both scenarios must be tested successfully. 

The content types (CAD data, INVOICE, ORDER) in the following test scenario are 
examples. No functionality is based on these types. These are only names indicating 
different configurations for different use cases.  

 

Simple test scenario: 

 

Company A wants to send CAD data to company B and receive CAD data in the 
reverse direction. The destinations/originators of both partners are equal to the 
SSID of the station. 
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Extended test scenario: 

 

In the next pictures there are entries called station und sub-station. Sub-station 
means that the sending/receiving points have a different 
SFID.destination/originator than the exchanged SSID. Station means that the 
SSID is the same as the SFID.destination/originator. The functionality station and 
sub-station can be performed in one software instance or in different instances. 
For an external communication partner the software/company should act in the 
same way. 

 

 

1. Company A wants to send CAD data from station A1 to company B and station 
A1 and want to receive CAD data in the reverse direction. The data will be 
transferred via gateway/station A0.  

2. Company A also wants to send CAD data from station A2 to company B. 

3. Company B sends orders to station A3.  

4. The invoice will be send from station A3 to company B. 

 

This scenario will not occur often in practice. However, parts of this will do. The scenario 
should make sure that the interplay of the software products will also work in complex 
environments.  

 

The test should comprehend:  

1. Access to the TSL  

2. The use of up to 5 certificates. 

3. Scenarios where SSID != SFID.originator/destination. 

4. Certificate replacement with binding by Fully qualified domain name (FQDN) 

5. The initial exchange of certificates.  

6. The addition certificates (for roll over situations) 

7. The requests of certificates  

8. The validation of certificates 
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9. The replacement of certificates  

10. The mapping of certificates to different types of documents and 
destinations/originators in certificate exchange scenarios  

11. The TSL trust hierarchy 

12. The revocation of certificates via CRL 

 

 

Prerequisites for all tests:  

 The OFTP2 software must allow changing the Odette TSL URL to the Odette 
Test-TSL list. 
 

http://www.odette.org/TSL/TSL_Test.xml 
 

 The software must allow putting the caching times for TSL access and CRL 
access down. For the maximum value of 15 days a test would take a long time! 

 Each test partner creates a Root CA certificate and a CA certificate (OFTP2-CA-
trust certificate) that is signed by the Root CA. It is possible to include one or 
more intermediate certificates in this chain. The OFTP2 CA certificate must follow 
the technical requirements of the OFTP2 policy. In addition, all CA certificates 
must have a valid URI-CRL, which is accessible from the Internet via HTTP for all 
test partners. 

 The CA Root certificate, the possible intermediate CA certificates and the trusted 
CA certificates must be sent to the Odette for including in the TSL test list. 

 At the beginning the following certificates should be created. All should be signed 
by the Trusted OFTP2 CA certificate, except certificate CB05 and CB06. The 
certificates must by compliant to the OFTP2 certificate policy. 
 

Certificates from Company A: 

 

CA01: TLS certificate from A0, that also supports the signing of CAD data from 
station A1 and for the encryption of CAD data that will be sent back to A1 
and A2. Initially, it is also used for the OFTP authentication and EERP 
signing of station A0. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 

 

CA02: Rollover certificate for CA01, with a later expiry date, but it should be also 
valid at the moment. So it has the same issuer, subject, key usage and 
extended key usage as CA01. 

http://www.odette.org/TSL/TSL_Test.xml
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Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 

 

CA03: Replacement for certificate for CA01. So it has the same issuer, subject, 
key usage and extended key usage as CA01. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 

 

CA04: TLS certificate from A0, that also supports the signing of CAD data from 
station A1 and for the encryption of CAD data that will be sent back to A1, 
A2 and order encryption for A3. Initially, it is also used for the OFTP 
authentication and EERP signing of station A0. The subject should be 
distinguished from CA01. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 

 

CA05: Signing Certificate for Invoices from station A3 with the same issuer and 
subject as CA04.  

Key usage: Digital Signature  

 

CA06: Certificate for encrypting orders which will be sent to station A3 with the 
same issuer and subject as CA04.  

Key usage: Key Encipherment 

 

CA07: Rollover certificate for CA04, with a later expiry date, but it should be also 
valid at the moment. So it has the same issuer, subject, key usage and 
extended key usage as CA04. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 

 

CA08: Replacement for certificate for CA04. So it has the same issuer, subject, 
key usage and extended key usage as CA04. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 
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CA09: Encrypting Certificate for OFTP Authentication for station A0 sent to station 
B with the same subject as CA08. 

Key usage: Key Encipherment 

 

CA10: Signing Certificate for EERP from station A1 with a different subject as 
CA09. 

Key usage: Digital Signature  
 

CA11: Signing Certificate for file signing from station A1 with a different subject as 
CA10. 

Key usage: Digital Signature  
 

CA12: Encryption Certificate for file encryption from station A1 with the same 
subject and issuer as CA10. 

Key usage: Key Encipherment 

 

Certificates from Company B: 

 

CB01: TLS certificate from B, that also supports the signing of CAD data from 
station B and for the encryption of CAD data that will be sent back to B. 
Initially, it is also used for the OFTP authentication and EERP signing of 
station B. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 

 

 

CB04: Replacement for certificate for CB01. So it has the same issuer, subject, 
key usage and extended key usage as CB01. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 

 

CB05: A new certificate. The issuer is the root CA, subject is the same as CB01, 
key usage and extended key usage as CB01. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 
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CB06: Certificate from a CA, who is not on the Odette OFTP2. It has the same 
subject, key usage and extended key usage as CB01, but another issuer. 

Key usage: Digital Signature and Key Encipherment 

Extended key usage: TLS server Authentication and TLS client 
Authentication 

 

 The values of issuer, subject, key usage and extended key usage are unique for 
each certificate. 

 The Test-TSL from Odette contains the root certificates of Partner A and B 

 The productive TSL from Odette does not contain the root certificates of Partner 
A and B 

 Each certificate contains a link to an existing CRL  

 The partners are authenticated by the OFTP2 certificate authentication. 
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4.6.1 Odette TSL access  

Test Case 6.1 Odette TSL access and import of CA certificates  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Configure OFTP2 to have access to the Odette Test TSL List:  

  http://www.odette.org/TSL/TSL_Test.xml 

 

Procedure:  

The Oftp2 Software must import the Test CA Certificates. This can be triggered by 
time or by a user. 
 

Expected Result: 

The Odette TSL Certificates are imported in the local Certificate store and can be 
used for verification.  

 

Real Result:  

 

 

http://www.odette.org/TSL/TSL_Test.xml
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4.6.2 Simple test scenario (SSID equals SFID.destination/originator) 

Description sees 4.6 

 

4.6.2.1 Initial Certificate Exchange via OFTP2 TLS with ODETTE_CERTIFICATE_DELIVER  

Test Case 6.2.1 
Initial certificate exchange via OFTP2 TLS with an 
ODETTE_CERTIFICATE_DELIVER  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Test case 6.1. and Initial Exchange of OFTP2 parameters (see the OFTP 
PARAMETERS datasheet in the IGL) for the CAD data exchange between A0 and B 
in both directions with one Certificate CA01/CB01 for all (TLS, OFTP authentication, 
EERP signing, file encryption and file signing).  

Procedure:  

 
SFID options for the ODETTE_CERTIFICATE_DELIVER from A0 to B: 
SFIDORIG  = {A0} 

SFIDDEST  = {B} 

Content   = {CA01} 

 
SFID options for the ODETTE_CERTIFICATE_DELIVER from B to A0: 
SFIDORIG  = {B} 

SFIDDEST  = {A0} 

Content   = {CB01} 

After this session the OFTP authentication can be used. 

 
Test partner A0 sends a CAD file to B and B send this file back to A0 with following  
 
SFID options for data exchange: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A0} 
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SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 
SFID for the way back: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {B} 

SFIDDEST  = {A0} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 
 

Expected Result: 
 

A session can be established without exchanging certificates before. 
The Partners can be authenticated (via Odette TSL CAs).  
After the ODETTE_CERTIFICATE_DELIVER from B to A0 the OFTP authentication 
can be used. 
The test partners can successfully transmit the files. The file and the EERP 
signatures can be successfully verified. 

 

Real Result:  
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4.6.2.2 Initial Certificate Exchange initiated by an ODETTE_CERTIFICATE_REQUEST 

Test Case 6.2.2 
Initial Exchange of certificates with 
ODETTE_CERTIFICATE_REQUEST and 
ODETTE_CERTIFICATE_DELIVER  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.1 
Exchange of OFTP2 parameters for the CAD data like Test Case 6.2.1. Remove the 
exchanged certificates from test case 6.2.1. One Certificate CA01/CB01 is used 
for all (TLS, OFTP authentication, EERP signing, file encryption and file signing) like 
test case 6.2.1.  

Procedure:  

 
SFID options for the ODETTE_CERTIFICATE_REQUEST from B to A0: 
SFIDORIG  = {B} 

SFIDDEST  = {A0} 

Content   = {CB01} 

 
SFID options for the ODETTE_CERTIFICATE_DELIVER from A0 to B: 
SFIDORIG  = {A0} 

SFIDDEST  = {B} 

Content   = {CA01} 

 

After this session the OFTP authentication can be used. 

 
Test partner A0 sends a CAD file to B and B send this file back to A0 with following  
 
SFID options for data exchange: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A0} 

SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 
SFID for the way back: 
SFIDDSN   = {CADDATA} 
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SFIDORIG  = {B} 

SFIDDEST  = {A0} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 
 

Expected Result: 
 

A session can be established without exchanging certificates before. 
The Partners can be authenticated (via Odette TSL CAs).  
After the ODETTE_CERTIFICATE_DELIVER from B to A0 the OFTP authentication 
can be used. 
The test partners can successfully transmit the files. The file and the EERP 
signatures can be successfully verified. 

 

Real Result:  
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4.6.2.3 Add a new certificate in a rollover situation 

Test Case 6.2.3 

Add the new certificate CA02 as a future replacement for 
certificate CA01 (rollover) for signing CAD data from A0 to 
B, encrypting CAD data from B to A0, EERP signing of A0 
and OFTP Authentication and TLS of A0.  
So when the CA01 expired CA02 can be used and the data 
exchange can go on.  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.2 
 

Procedure:  

A0 sends the Certificate CA02 with an ODETTE_CERTIFICATE_DELIVER to B. 
 
SFID options for the ODETTE_CERTIFICATE_DELIVER: 
SFIDORIG  = {A0} 

SFIDDEST  = {B} 

Content   = {CA02} 

 
A0 send a CAD data file to B with the following SFID options: 
 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A0} 

SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 
B send the same CAD file back to A0 with the following SFID options: 
 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {B} 

SFIDDEST  = {A0} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 
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Expected Result: 

The Certificate CA02 is added as a possible certificate to the configuration of station 
B for verifying signed CAD data and encrypt CAD data which are sent to A0. Also the 
EERP signing, OFTP Authentication and TLS certificate of A0 is changed.  
B must successfully verify the signature. Both certificates CA01 and CA02 must be 
accepted to sign the data, as long as they are valid. 

A0 can do the same with the CAD data from B (decrypt). 
 

Real Result:  

 

 

 

 

 

4.6.2.4 Replace a compromised certificate with an ODETTE_CERTIFICATE_REPLACE 

Test Case 6.2.4 
Compromised certificate will be replaced with an 
ODETTE_CERTIFICATE_REPLACE 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.2.3 
 

Procedure:  

The certificate CA02 is compromised. A0 wants to change it against CA03 and send 
an ODETTE_CERTIFICATE_REPLACE to B. 

SFID options for the ODETTE_CERTIFICATE_REPLACE from A0 to B: 
SFIDORIG  = {A0} 

SFIDDEST  = {B} 

Content   = {CA03} 

 

Test the successful replace by sending CAD data from A0 to B and back to A0. 

SFID options for this: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A0} 

SFIDDEST  = {B} 

SFIDSEC   = 03 
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SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

SFID options direction back: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {B} 

SFIDDEST  = {A0} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

 

Expected Result: 

The certificate is replaced. The old certificates CA02 and also CA01 (same 
identification data) can’t be used any longer. 
The files can be successfully exchanged. 
 

Real Result:  

 

 

 

 

 

 

 

http://dict.leo.org/ende?lp=ende&p=thMx..&search=identification


  OFTP2 Interoperability Tests Test Cases 
  
 

   
OFTP2 Working Group  page 39 of 54 
Version:  2.3.5   Datum: 10.05.2010 

 

4.6.3  Extended test scenario (SSID unequal SFID.destination/originator) 

Description sees 4.6 

Remove the configuration from chapter 4.6.2. and start from scratch. 

 

Extended test scenario: 

 

 

4.6.3.1 Initial Certificate Exchange via OFTP2 TLS with ODETTE_CERTIFICATE_DELIVER  

Test Case 6.3.1 
Initial certificate exchange via OFTP2 TLS with an 
ODETTE_CERTIFICATE_DELIVER  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Test case 6.1. and Initial Exchange of OFTP2 parameters (see the OFTP 
PARAMETERS datasheet in the IGL) for the CAD data exchange between A1 and B 
in both directions with one Certificate CA04/CB01 for all (TLS, OFTP authentication, 
EERP signing, file encryption and file signing).  

Procedure:  

 
SFID options for the ODETTE_CERTIFICATE_DELIVER from A0 to B: 
SFIDORIG  = {A0} 

SFIDDEST  = {B} 

Content   = {CA04} 

 
SFID options for the ODETTE_CERTIFICATE_DELIVER from A1 to B: 
SFIDORIG  = {A1} 

SFIDDEST  = {B} 

Content   = {CA04} 
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SFID options for the ODETTE_CERTIFICATE_DELIVER from B to A0: 
SFIDORIG  = {B} 

SFIDDEST  = {A0} 

Content   = {CB01} 

After this session the OFTP authentication can be used. 

SFID options for the ODETTE_CERTIFICATE_DELIVER from B to A1: 
SFIDORIG  = {B} 

SFIDDEST  = {A1} 

Content   = {CB01} 

 
Test partner A1 sends a CAD file to B and B send this file back to A1 with following  
 
SFID options for data exchange: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A1} 

SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 
SFID for the way back: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {B} 

SFIDDEST  = {A1} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 
 

Expected Result: 
 

A session can be established without exchanging certificates before. 
The Partners can be authenticated (via Odette TSL CAs).  
After the ODETTE_CERTIFICATE_DELIVER from B to A0 the OFTP authentication 
can be used. 
The test partners can successfully transmit the files. The file and the EERP 
signatures can be successfully verified. 
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Real Result:  

 

 



  OFTP2 Interoperability Tests Test Cases 
  
 

   
OFTP2 Working Group  page 42 of 54 
Version:  2.3.5   Datum: 10.05.2010 

 

4.6.3.2 Exchange Certificates initiated by an ODETTE_CERTIFICATE_REQUEST 

Test Case 6.3.2 
Exchange of certificates with 
ODETTE_CERTIFICATE_REQUEST and 
ODETTE_CERTIFICATE_DELIVER  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.1 
Exchange of OFTP2 parameters for the CAD data exchange between A2 and B 
(Certificate CA04/CB01 for all TLS, OFTP authentication, EERP signing, file 
encryption and file signing). 

Procedure:  

B sends an ODETTE_CERTIFICATE_REQUEST to A2 and A2 answer with an 
ODETTE_CERTIFICATE_DELIVER transferring certificate CA04 to station B.  
After this A2 sends an ODETTE_CERTIFICATE_REQUEST to B and B sends also 
his certificate with an ODETTE_CERTIFICATE_DELIVER which includes the CB01.  
 
SFID options for the ODETTE_CERTIFICATE_REQUEST from B to A2: 
SFIDORIG  = {B} 

SFIDDEST  = {A2} 

Content   = {CB01} 

 
SFID options for the ODETTE_CERTIFICATE_DELIVER from A2 to B: 
SFIDORIG  = {A2} 

SFIDDEST  = {B} 

Content   = {CA04} 

 
 
After that we test the successful certificate exchange and binding.  
The data can be transferred from A2 to B with following SFID options: 
 
SFID options for data exchange: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A2} 

SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 
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Expected Result: 

The test partner B can successfully receive the file, extract it and successfully verify 
the signature. Also Station A2 receive the EERP can successfully verify the EERP.  

Real Result:  

 

 

4.6.3.3 Using of different file certificates at one station 

 

Test Case 6.3.3 
Using of different file certificates at one station. Request 
certificates by an ODETTE_CERTIFICATE_REQUEST and 
answers with ODETTE_CERTIFICATE_DELIVER. 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.3.2 
Exchange of OFTP2 parameters for INVOICE and ORDER exchange between A3 
and B. 
Used certificates: TLS (CA04/CB01), OFTP authentication (CA04/CB01),  EERP 
signing (CA04/CB01), file signing for invoice (CA05/---) and file encryption for order 
(CA06/---) 
 

Procedure:  

A2 and B request certificates with an ODETTE_CERTIFICATE_REQUEST and gets 
answers with ODETTE_CERTIFICATE_DELIVER for certificate CA04/CB01, 
CA05/CB02 and CA06/CB03. 
 
SFID options for the ODETTE_CERTIFICATE_REQUEST from B to A3: 
SFIDORIG  = {B} 

SFIDDEST  = {A3} 

Content   = {CB01}       

 
SFID options for the ODETTE_CERTIFICATE_DELIVER from A3 to B: 
SFIDORIG  = {A3} 

SFIDDEST  = {B} 

Content   = {CA04} 

And 

Content   = {CA05} 

And 

Content   = {CA06} 
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SFID options for the ODETTE_CERTIFICATE_REQUEST from A3 to B: 
SFIDORIG  = {A3} 

SFIDDEST  = {B} 

Content   = {CA06} (CA04 and CA05 are also possible) 

 
SFID options for the ODETTE_CERTIFICATE_DELIVER from B to A3: 
SFIDORIG  = {B} 

SFIDDEST  = {A3} 

Content   = {CB01} 

 
 
SFID options for order exchange (encrypted): 
SFIDDSN   = {order} 

SFIDORIG  = {B} 

SFIDDEST  = {A3} 

SFIDSEC   = 01 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

SFID options for invoice exchange (signed): 
SFIDDSN   = {invoice} 

SFIDORIG  = {A3} 

SFIDDEST  = {B} 

SFIDSEC   = 02 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

Expected Result: 

The test partner A3 can successfully receive the order from B and encrypt it 
successfully. Also Station B receives the EERP to this order and can successfully 
verify the EERP. 
And in the other way: 
The test partner B can successfully receive the invoice from A3 and successfully 
verify the signature. Also Station A receives the EERP to this invoice and can 
successfully verify the EERP. 
 
 

Real Result:  
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4.6.3.4 Add a new certificate in a rollover situation 

Test Case 6.3.4 

Add the new certificate CA07 as a future replacement for 
certificate CA04 (rollover) for signing CAD data from A1 to 
B, encrypting CAD data from B to A1 and EERP signing of 
A1.  
So when the CA04 expired CA07 can be used and the data 
exchange can go on.  
The Configuration of A2/A3/A0 is not changed at the 
moment!! 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.3.1 
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Procedure:  

A1 sends the Certificate CA07 with an ODETTE_CERTIFICATE_DELIVER to B. 
 
SFID options for the ODETTE_CERTIFICATE_DELIVER: 
SFIDORIG  = {A1} 

SFIDDEST  = {B} 

Content   = {CA07} 

 
A1 send a CAD data file to B with the following SFID options: 
 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A1} 

SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 
B send the same CAD file back to A1 with the following SFID options: 
 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {B} 

SFIDDEST  = {A1} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

  

Expected Result: 

The Certificate CA07 is added as a possible certificate to the configuration of station 
B for verifying signed CAD data and encrypt CAD data which are sent by/to A1. Also 
the EERP signing certificate of A1 is changed.  
All other configuration/certificates of B should not be changed. This relates especially 
to the TLS and the OFTP Auth. certificates.  
B must successfully verify the signature. Both certificates CA04 and CA07 must be 
accepted to sign the data, as long as they are valid. 

A1 can do the same with the CAD data from B (decrypt). 
 

Real Result:  
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4.6.3.5 Test other configurations are not changed 

Test Case 6.3.5 

Test other configurations are not changed, B can 
successfully verifying the signature of CAD files sent 
from station A2.  
And A3 can receive orders from B. 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.3.4 
 

Procedure:  

 
A2 send a CAD data file to B with the following SFID options: 
 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A2} 

SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

B can send an order to A3 with the following SFID options: 
 
SFIDDSN   = {order} 

SFIDORIG  = {B} 

SFIDDEST  = {A3} 

SFIDSEC   = 01 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

Expected Result: 

B must successfully receive, encrypt and verify the signature of the file. Only 
certificate CA04 can be used, as long as it is valid. 

CA07 should NOT be accepted in the communication between A2/A3 and B.  
A3 can receive and encrypt the order from B. In this test case A3 can only encrypt 
the file with certificate CA04.  
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Real Result:  

 

 

 

4.6.3.6 Replace a compromised certificate with an ODETTE_CERTIFICATE_REPLACE 

Test Case 6.3.6 
Compromised certificate will be replaced with an 
ODETTE_CERTIFICATE_REPLACE 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.3.5 
 

Procedure:  

The certificate CA07 is compromised. A0 and A1 want to change it against CA08 and 
send an ODETTE_CERTIFICATE_REPLACE to B. (Normally all station, that are 
using the CA07, send this deliver, but this is not explained here) 

SFID options for the ODETTE_CERTIFICATE_REPLACE from A0 to B: 
SFIDORIG  = {A0} 

SFIDDEST  = {B} 

Content   = {CA08} 

 

SFID options for the ODETTE_CERTIFICATE_REPLACE from A1 to B: 
SFIDORIG  = {A1} 

SFIDDEST  = {B} 

Content   = {CA08} 

 

Other ODETTE_CERTIFICATE_REPLACE for A2 and A3 possible. 

Test the successful replace by sending CAD data from A1 to B and back to A1. 

SFID options for this: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A1} 

SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 
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SFIDSIGN  = Y 

 

SFID options direction back: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {B} 

SFIDDEST  = {A1} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

 

Expected Result: 

The certificates are replaced. The old certificates CA07 and also CA04 (same 
identification data) can’t be used any longer in the involved configurations (A0+A1). 
The files can be successfully exchanged. 
 

Real Result:  

 

 

 

 

4.6.3.7 Use up to 5 certificate types 

 

Test Case 6.3.7 Use up to 5 certificate types 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Station A0 replaces the certificate for OFTP authentication to certificate CA09,  
A1 replaces the certificate for EERP signing to CA10, 
A1 replaces the certificate for file signing to CA11 and  
A1 replaces the certificate for file encryption to CA12. 
Company B must be informed and change the configuration for Partner A0 and A1 in 
the same way (other CLIDs). 
 

http://dict.leo.org/ende?lp=ende&p=thMx..&search=identification
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Procedure:  

A0 sends the Certificate CA09 with an ODETTE_CERTIFICATE_DELIVER to B. 
 
SFID options for the ODETTE_CERTIFICATE_DELIVER: 
SFIDORIG  = {A0} 

SFIDDEST  = {B} 

Content   = {CA09} 

 
A1 sends the Certificate CA10, CA11, CA12 with an 
ODETTE_CERTIFICATE_DELIVER to B. 
 
SFID options for the ODETTE_CERTIFICATE_DELIVER: 
SFIDORIG  = {A1} 

SFIDDEST  = {B} 

Content   = {CA10} 

 

SFID options for the ODETTE_CERTIFICATE_DELIVER: 
SFIDORIG  = {A1} 

SFIDDEST  = {B} 

Content   = {CA11} 

 

SFID options for the ODETTE_CERTIFICATE_DELIVER: 
SFIDORIG  = {A1} 

SFIDDEST  = {B} 

Content   = {CA12} 

 

Station B sends CAD data to A1 and sends the data back to B. 

SFID options for CADDATA exchange from B to A1: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {B} 

SFIDDEST  = {A1} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

SFID options for CADDATA exchange from A1 to B: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {A1} 

SFIDDEST  = {B} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 
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Expected Result: 

The test partner A1 can successfully receive the CAD data from B, extract it and 
successfully verify the signature. Also Station B receives the EERP to this and can 
successfully verify the EERP. 
And in the other way: 
The test partner B can successfully receive the CAD data from A1, extract it and 
successfully verify the signature. Also Station A receives the EERP to this data and 
can successfully verify the EERP. 
 

Real Result:  
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4.7 CRL access and TSL hierarchy 

4.7.1 Revoke a Certificate by the issuer CRL 

Test Case 7.1 Revoke Certificate by the issuer CRL 

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.3.7 
 

Procedure:  

The certificate CA12 is revoked by the issuing CA.  
Do the following data exchange continuously until B reads the CRL!  
After this, B can’t encrypt the order, because there is no valid certificate. 

SFID options for the data exchange: 
SFIDDSN   = {CADDATA} 

SFIDORIG  = {B} 

SFIDDEST  = {A1} 

SFIDSEC   = 03 

SFIDCIPH  = 01 

SFIDCOMP  = 1 

SFIDENV   = 1 

SFIDSIGN  = Y 

 

Expected Result: 

The certificates CA12 can’t be used any longer. 
The CAD data files to A1 can’t be exchanged, because the encryption certificate is no 
longer a trusted certificate. 
 

Real Result:  

 

 

http://dict.leo.org/ende?lp=ende&p=thMx..&search=continuous
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4.7.2 Try to use a certificate from a CA, who is not in the Odette OFTP2 TSL 

Test Case 7.2 B wants to use CB06 as a TLS trusted certificate.  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.3.7.  
It is possible that Company B must put the CA Certificates of certificate CB06 to their 
key store to use CB06. 
 

Procedure:  

B tries to establish a session to A0. 
 

 
 

Expected Result: 

The session can not be established, because the certificate CB06 is not a valid 
Odette OFTP2 certificate. CB06 is not valid because the issuer is not an allowed 
OFTP CA issuer.  
 

Real Result:  

 

 

4.7.3 Try to use an non-trusted Odette OFTP2 CA (from an intermediate CA) 

Test Case 7.3 B wants to use CB05 as a TLS certificate.  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.3.8 
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Procedure:  

B tries to establish a session to A0. 
 

 
 

Expected Result: 

The session can not be established, because the certificate CB05 is not a valid 
Odette OFTP2 certificate. CB05 is not valid because the issuer (root CA) is not an 
allowed OFTP CA issuer. The root CA certificate is only for verification reason in the 
TSL list. 
 

Real Result:  

 

 

 

4.7.4 Try to use a certificate, which issuer is removed from Odette OFTP2 TSL 

Test Case 7.4 
Issuer CB05 is removed from the Odette TSL Test list. 
B wants to use CB01 as a TLS certificate.  

Date: 

 

Version: 

 

Test File: 

U 

Test passed (Y/N): 

 

Prerequisite:  

Successfully finish Test Case 6.3.7 
 

Procedure:  

A establish a session to B. This procedure is continued until A reads the TSL list the 
next time. Then the session creation should fail. 
 
 

Expected Result: 

After A reads the TSL, the session can not be established, because the TLS 
certificate CB01 is not longer a valid Odette OFTP2 certificate. 

Real Result:  

 

 
 


